Guideline for the security settings in Java using the version Java 8

Problem description:

During the Java update (Java 7 Update 51), security changes were carried out. Since then, the
following error message appears when the PSS-application is launched:
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Application Blocked by Java Security

For security, applications must now meet the reguirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run.

More Information

| Reason: Your security settings have blocked a self-signed application from running

The problem
affects the PSS-application download version. Since the update self-signed applications have been
blocked. The PSS-application is self-signed, that’s why the error message appears.

Solution of the Problem:

So the PSS-application can be carried out, an entry must be added in the Java Control Panel. This is
done as follows:

1. Start Java Control Panel
Java is listed under programs in the start menu. you can see the application “Configure Java”
in the Java folder. This starts the Java Control Panel.

2. Change to the tab “Security.”



3. The tab “security” has an “Edit Site List” button — click on it

| General | Update | Java | Security | Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list
i) Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.
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Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
Edit Site Ust.m

IClick Edit Site List...
Restore Security Prompts ] [ Manage Certificates. .. ]

to add items to this list.

[ Ok ][ Cancel i Apply a




4. When the window opens, click “add”.

|4 Exception Site List ===

Applications launched from the sites listed below will be allowed to run after the appropriate security |
promptis.

Click Add to add an item to this list,

Remove

'Eh, FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Ok ] [ Cancel

5. After clicking on the “add” button, a new line is entered in the field. Enter the following URL
in the field: http://www.pss-oem.de
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|| Exception Site List |

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompis. '

Location

mlth:u:,." Www.pss-oem, de

[ Add H Remave ]

Uy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

[ 0K ] [ Cancel ]

LS

Then confirm the entry with OK.



http://www.pss-oem.de/

6. After confirming, a security warning from Java appears. This needs to be confirmed with
“continue”.

Security Warning - HTTP Location m
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Including an HTTP Location on the Exception Site List is '
considered a security risk f s

Location: http:/fwww,pss-oem.de

Locations that use HTTP are a security risk and may compromise the personal information an your
computer, We recommend induding only HTTPS sites on the Exception Site List.

Click Continue to accept this location or Cancel to abort this change.

Continue ]| Cancel

7. Now the Java Control Panel can be closed with a click on “OK”.
8. When you start the application and the following message appears:
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Do you want to run this application?

Publisher: UNEMOWHN

Location:  http:/fwww, pss-oem.de

Running this application may be a security risk

Riske: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source
More Information

Select the box below, then click Run to start the application

[ 7] L accept the risk and want to run this application, Run

Tick the box and click on “run.”




